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AMENDMENT UNDER 37 C.F.R. §1.111 
U.S. Appln. No. 09/513,065 
Attorney Docket No.; A81 17 

AMENDMENTS TO THE CLAIMS 

This listing of claims will replace all prior versions and listings of claims in the applies lion: 

LISTING OF CLAIMS: 

t. (Currently Amended): A method of providing security for a computer conncetcc to a 

data store via a server, the method comprising ; 

generating an authentication key based on a user name, and* ft computer identifier^; id a 
scrveruscr identifier ; 

receiving the authentication key, the user name, and the computer identifier; 

parsing the authentication key to obtain a parsed user name^ ind-computcr idcntifiei , and 
server user identifier ; and 

validating the received user name and computer identifier using the parsed user nan c and 
computer identifier ; and T 

when the received user name and the computer identifier ma«.ch the parsed u ser nan e and 
the computer identifier, using the parsed server user identifier to accss the server, ^•Viiy rem i _ud 
authentication key inc 4ti doS"Q - sorvor usor klonfif i or 

wjierein the user accesses the data store via the server usinXL ' he uencrated authentic ition 
key, and wherein, when the server user identifier changes, a new aui hentication key is gene *ate d 
lor the user and the user accesses the data store via the server using the new authentication icy , 

2. (Original) The method ol" claim 1, wherein validating comprises determining w] ether 
the received user name and computer identifier match the parsed user name and computer 
identifier. 
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3. (Original) The method of claim 2, wherein a match indicates that the received u scr 
name and computer identifier are valid. 

4. (Original) The method of claim 1 , further comprising, before parsing, decrypting the 
authentication key. 

5. (Previously Presented) The method of claim 1, further comprising, if the recciv :d 
user name and computer identifier are valid, logging onto the server with the server user 
identifier and a server password. 

6. (Original) The method of claim 5, further comprising, parsing the aulhenticaiio i key 
to obtain the server user identifier and server password. 

7. (Original) The method of claim 6 3 wherein multiple users share one server user 
identifier and server password. 

8. (Canceled). 

9. (Previously Presented) The method of claim 1, wherein Che computer is connec ed to 
a client and the server and wherein the authentication key is gcneraied with a client user m me, a 
client computer identifier, the server user identifier, and a server password. 
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10. (Previously Presented) The method of claim 9, further comprising encrypting t ie 
authentication key. 

11. (Previously Presented) The method of claim 9, further comprising forwarding he 
authentication key to a user. 

12. (Previously Presented) The method of claim 1 , wherein the computer is connct ted to 
a client and the server, and further comprising: 

at the client, transmitting the authentication key, a client user name, and a client coi iputcr 
identifier to ihc server; and 
at the computer, 

intercepting the authentication key; and 

if ihe user name and computer identifier are valid, lodging onto the server. 

13. (Currently Amended): An apparatus for providing secur ty, comprising: 
a computer having a server connected thereto to access a dati store; 

one or more computer programs, performed by the computet , for generating an 
authentication key based on a user name and a computer identifier, s aid authentication key 
includes a server user name, receiving the authentication key, the user name, and the compi ter 
identifier, parsing the authentication key to obtain a parsed user name* <md-coroputer identi ier^ 
arid server user name , and validating the received user name and computer identifier using he 
parsed user name and computer identifier^ 
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wherein the user ases the parsed server user namcto access the data store via the sei ver, 

and 

wherein, when the server user name changes, a new authentication key is generated br 
the user and the user accesses the data store via the server using the changed server user na i lg 
obtained from parsing the new authentication kcv . 

14. (Original) The apparatus of claim 13, wherein validating comprises determinin ; 
whether the received user name and computer identifier match the pursed user name and 
computer identifier. 

1 5. (Original) The apparatus of claim 14, wherein a match i idieatcs that the rccei v< ;d 
user name and computer identifier arc valid 

16. (Original) The apparatus of claim 13, further comprising before parsing, decry )ting 
the authentication key. 

17. (Previously Presented) The apparatus of claim 1 3, further comprising, if the ret eived 
user name and computer identifier are valid, logging onto the server with the server user 
identifier and server password. 

18. (Original) The apparatus of claim 17, further comprising, parsing the authentic; tion 
key to obtain the server user identifier and server password, 
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19. (Original) The apparatus of claim 18, wherein multiple users share one server iser 
identifier and server password. 

20. (Canceled). 

21. (Previously Presented) The apparatus of claim 13, wherein the computer is 
connected lo a client and ihc server and wherein the authentication key is generated with a ;lient 
user name, a client computer identifier, the server user identifier, and a -server password. 

22. (Previously Presented) The apparatus of claim 21, further comprising encrypti lg the 
authentication key. 

23. (Previously Presented) The apparatus of claim 21, furil cr comprising forward ng the 
authentication key to a user. 

24. (Previously Presented) The apparatus of claim 13, wherein the computer is 
connected to a client and the server, and further comprising: 

at the client, transmitting the authentication key, a client user name, and a client co nputer 
identifier to the server; and 
at the computer, 

intercepting the authentication key; and 
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if the user name and computer identifier arc valid, lo;>ging onto the server. 

25. (Currently Amended): An article of manufacture comprising a computer progr urn 
carrier readable by a computer connected to a server and embodying one or more instructk ns 
executable by (he computer to perform method steps for providing security to the server 
connected to a data store, the method comprising: 

generating an authentication key that includes a server user identifier, based on a u? ar 
name and a computer identifier; 

receiving the authentication key, the user name, and the computer identifier; 

parsing the authentication key to obtain a parsed user naine^ attd-computer jdentific . and 
server user name ; and 

validating the received user name and computer identifier using the parsed user nar ie and 
computer identifier, 

wherein the user uses the parsed server us>er name to access he data store via the sfc - ver ^ 

and 

wherein, when the server user name changes, a new authentication key is generated for 
the user and the user accesses the data store via the s erver u sing the changed server user na ne 
obtained from parsing the new authentication key . 

26. (Original) The article of manufacture of claim 25, wheiein validating comprise s 
determining whether the received user name and computer identifier match the parsed user name 
and computer identifier. 
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27. (Original) The article of manufacture of claim 26, wherein a match indicates t lat the 
received user name and computer identifier are valid. 

28. (Original) The article of manufacture of claim 25, further comprising, before 
parsing, decrypting the authentication key. 

.29. (Previously Presented) The article of manufacture of cliim 25, further compri? ing s if 
the received user name and computer identifier arc valid, logging onto the server connectei to 
the computer with the server user identifier and server password. 

30. (Original) The article of manufacture of claim 29, further comprising, parsing he 
authentication key to obtain the server user idcnlitier and server password. 

3 1 . (Original) The article of manufacture of claim 30, wherein multiple users shan one 
server user identifier and server password. 

32- (Canceled). 

33. (Previously Presented) The article of manufacture of claim 25, wherein the cor iputcr 
is connected to a client and the server and wherein the authentication key is generated with l 
client user name, a client computer identifier, the server user identifier, and a server passwc rd. 
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34. (Previously Presented) The article of manufacture of claim 33, further compri sing 
encrypting the authentication key. 

35. (Previously Presented) 'Hie article of manufacture of c:aim 33, further compri ;ing 
forwarding the authentication key to a user. 

36. (Previously Presented) The article of manufacture of claim 25 ? wherein the co nputer 
is connected to a client and the server, and further comprising: 

al the client, transmitting the authentication key, a elieni ustr name, and a client cu nputer 
identifier to the server; and 
at the computer, 

intercepting the authentication key; and 
if the user name and computer identifier are valid, logging onto the server. 

37. (Currently Amended) The method of claim 9, wherein ihe generated authentication 
key for access to the server- is emaitei-sent to a user, and fur ther comprises a server pas sw< rrd, 
and wherein when the server im e r id e ntifioF - password changes, a uni quc new authentiealior key 
based on the server us er identifier and the server password is ematfed -senn o the user. 
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38. (Previously Presented) The method of claim 37, wherein when the client trans nits 
the generated authentication key, the user name and the computer identifier, to the server, he 
authentication key is interecepicd and validated by the computer. 

39. (Previously Presented) The method of claim 38, wherein when the computer 
determines that the received user name and the computer identifier match the parsed user r ame 
and the computer identifier, the computer parses the authentication key to obtain the servei user 
identifier and the server password. 

40. (Previously Presented) The method ol claim 39, wherein the parsed server use ■ 
identifier and the parsed server password is transmitted to the serve;-, connecting the client 
computer to the server. 

41 . (Previously Presented) The method of claim 9, wherein the authentication key 
comprises the computer identifier split into portions and the portions being interposed bet* ccn 
the user name, the server user identifier and the server password prior to encryption. 

42. (Previously Presented) The method according to claim 9, wherein the compute - 
identifier is an IP address. 
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43. (Currently Amended) A method of A method of facilitating security maintan ci jm 
providing a_sec ure acces sseemty for a computer oonnoclud to a data stor e via a. server , the 
method comprising: 

each time the user logs onto a clien workstation with a computer id entities ^enerati ig an 
authentication key based on a server identifier, a server password, a user namc A and a-the 
computer identifier; 

receiving the authentication key, the user name, and the computer identifier; 

parsing the authentication key to obtain a parsed user name, ^computer identifier 
ser ver identifier, and server pa ssword : and 

validating the received user name and computer identifier us.ng the parsed user nair u and 
computer identifier; - and 

whuroin s a id auth e ntication key m ehtt tea a us e r ident i fi e r fur the computer oonnootc - Me 
th e dutn > ik » ro. accedin g t he data store via the server usi ng the parsed server identifier and l] c 
parsed serv e r password, 

wherein when the administrat or changes the server password a new authentication^ cy is 
generated and transmitted to the user for access to the data store . 

44. (new): The method of claim 1 , wherein the authentication key comprises a plur. lity 
of fields, and wherein a first field type scores a portion of the computer identifier, a second i eld 
type stores at least one the server user identifier, a server password, the user name, and a thi d 
field type comprises a separator. 
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45. (new): The method of claim 1 , wherein the user accessi s the data store via the server 
using a unique authentication key generated using the user name, the computer identifier, 1 ie 
server user identifier, and a server password that corresponds to the server user identifier, a id 
wherein, when the administrator changes the server password, a new authentication key is 
generated for the user and the user accesses the data store via the seivcr using the new 
authentication key. 

46. (new); The method of claim 1, wherein a plurality of authentication keys for 
different users arc generated using the server user identifier, and wherein, when the server \ ser 
identifier changes, a plurality of new authentication keys are generated for the different use -s and 
each of the generated plurality of new authentication keys is transmitted to respective user. 
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